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Perbandingan Efisiensi Waktu Deteksi (M7T7TD) dan Waktu Remediasi
(MTTR) antara Pendekatan Konvensional dan DevSecOps pada Pipeline
GitOps Sistem PMB UIGM

ABSTRAK

Penelitian ini membandingkan waktu deteksi dan waktu remediasi
kerentanan antara pendekatan Konvensional dan DevSecOps pada pipeline GitOps
sistem Penerimaan Mahasiswa Baru (PMB) Universitas Indo Global Mandiri
(UIGM). Eksperimen terkontrol dilakukan melalui injeksi 10 sampel kerentanan
yang diadaptasi dari dataset DV-REST dan diklasifikasikan berdasarkan OWASP
Top 10. Metode DevSecOps menjalankan SonarQube sebagai Static Application
Security Testing (SAST) dan OWASP Dependency-Check sebagai Software
Composition Analysis (SCA) secara otomatis pada pipeline Continuous
Integration (CI), sedangkan metode Konvensional menjalankan pemindaian
secara manual. Hasil perhitungan terhadap delapan kasus yang terdeteksi
menunjukkan bahwa DevSecOps menghasilkan MTTD sebesar 11 menit 36,8 detik
dan MTTR sebesar 22 menit 57,8 detik. Metode Konvensional menghasilkan
MTTD sebesar 2 jam 52 menit 6,5 detik dan MTTR sebesar 24 jam 1 menit 48,3
detik. Dua kasus lainnya, yaitu A07 dan A 10, tidak terdeteksi oleh instrumen yang
digunakan. Berdasarkan 8 kasus yang terdeteksi, waktu deteksi pada pendekatan
Konvensional 14,8 kali lebih lama dan waktu remediasinya 62,7 kali lebih lama
dibandingkan pendekatan DevSecOps. Dengan demikian, pendekatan DevSecOps
lebih efisien dalam kecepatan mendeteksi dan kecepatan remediasi pada kondisi
eksperimen 1ini, tetapi pemindaian otomatis tetap perlu dilengkapi dengan

pemeriksaan keamanan lainnya.

Kata Kunci: DevSecOps, GitOps, Keamanan Perangkat Lunak, Otomatisasi,
SCA, SAST, Efisiensi Waktu.
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Comparison of Mean Time to Detect (MTTD) and Mean Time to Remediate
(MTTR) Between Conventional and DevSecOps Approaches in the GitOps
Pipeline of the UIGM Student Admission System

ABSTRACT

This research compares vulnerability detection and remediation time between
Conventional and DevSecOps approaches in the GitOps pipeline of the
Universitas Indo Global Mandiri (UIGM) Student Admission System (PMB). A
controlled experiment was conducted by injecting 10 vulnerability samples
adapted from the DV-REST dataset and classified according to the OWASP Top
10. The DevSecOps method automatically ran SonarQube as Static Application
Security Testing (SAST) and OWASP Dependency-Check as Software Composition
Analysis (SCA) in the Continuous Integration (CIl) pipeline, while the
Conventional method used manual scanning. Based on eight detected cases,
DevSecOps produced an MTTD of 11 minutes 36.8 seconds and an MTTR of 22
minutes 57.8 seconds. The Conventional method produced an MTTD of 2 hours
52 minutes 6.5 seconds and an MTTR of 24 hours 1 minute 48.3 seconds. Two
other cases, A07 and AI0, were not detected by the instruments used. Based on
the 8 detected cases, the Conventional approach takes 14.8 times longer for
detection and 62.7 times longer for remediation than the DevSecOps approach.
Therefore, DevSecOps was more efficient for detection and remediation time
under the experimental conditions, although automated scanning still needs to be

complemented by other security checks.”

Keywords: DevSecOps, GitOps, Software Security, Automation, SCA, SAST, Time
Efficiency.
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