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ABSTRAK 

 

DETEKSI SERANGAN CROSS SITE SCRIPTING (XSS) PADA 

PLUGIN WORDPRES MENGGUNAKAN MACHINE 

LEARNING 

 
WordPress merupakan salah satu Content Management System (CMS) yang paling 

banyak digunakan dalam pengembangan website, sehingga pemanfaatan plugin 

pihak ketiga menjadi hal yang umum untuk memperluas fungsionalitas sistem. 

Namun, plugin yang menerima dan memproses input pengguna sering kali menjadi 

celah keamanan, khususnya terhadap serangan Cross-Site Scripting (XSS). 

Serangan XSS memungkinkan penyerang menyisipkan skrip berbahaya yang 

dieksekusi pada sisi klien sehingga dapat menyebabkan pencurian data, 

pengambilalihan sesi pengguna, serta gangguan terhadap integritas sistem. 

 

Penelitian ini bertujuan untuk mendeteksi serangan XSS pada plugin WordPress 

menggunakan pendekatan machine learning dengan algoritma Random Forest dan 

Support Vector Machine (SVM). Penelitian difokuskan pada tiga plugin WordPress 

yang merepresentasikan vektor input berbeda yaitu Contact Form 7, Ultimate 

Member, dan wpDiscuz. Dataset yang digunakan terdiri dari dataset primer yang 

diperoleh melalui perancangan testbed WordPress pada lingkungan localhost 

dengan merekam lalu lintas HTTP menggunakan Wireshark, serta dataset sekunder 

yang berasal dari repositori publik Kaggle. Data yang dikumpulkan kemudian 

melalui tahapan pra-pemrosesan meliputi pembersihan data dan normalisasi case 

folding, serta ekstraksi lima fitur numerik dari payload yaitu payload_length, 

entropy, special_char_ratio, alpha_ratio, dan avg_word_length. Optimasi 

hyperparameter dilakukan menggunakan Grid Search dengan cross-validation 5 

lipatan untuk memperoleh parameter terbaik pada masing-masing algoritma. 

 

Model Random Forest dan SVM dilatih dan diuji secara terpisah pada dataset 

primer yang berjumlah 891 data dan dataset sekunder yang berjumlah 10.913 data 

untuk mengklasifikasikan payload ke dalam kelas XSS dan Normal. Evaluasi 

kinerja model dilakukan menggunakan confusion matrix dengan metrik accuracy, 

precision, recall, F1-score, balanced accuracy, macro average, AUC-PR, dan 

ROC-AUC. Hasil penelitian menunjukkan bahwa algoritma Random Forest secara 

konsisten mengungguli algoritma SVM pada seluruh metrik evaluasi di kedua 

dataset. Pada dataset primer, Random Forest mencapai accuracy sebesar 95.53% 

dan ROC-AUC sebesar 0.9810, sedangkan pada dataset sekunder mencapai 

accuracy sebesar 98.26% dan ROC-AUC sebesar 0.9984. Hasil tersebut 

membuktikan bahwa pendekatan machine learning khususnya algoritma Random 

Forest efektif dalam mendeteksi serangan XSS pada plugin WordPress. 

 

Kata kunci: Cross-Site Scripting, Plugin WordPress, Machine Learning, Random 

Forest, Support Vector Machine, Deteksi Serangan. 
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ABSTRACT 

 

DETECTION OF CROSS-SITE SCRIPTING (XSS) ATTACKS ON 

WORDPRESS PLUGINS USING MACHINE LEARNING 

 
WordPress is one of the most widely used Content Management Systems (CMS) in 

website development, making the use of third-party plugins a common practice to 

extend system functionality. However, plugins that receive and process user input 

often become security vulnerabilities, particularly against Cross-Site Scripting 

(XSS) attacks. XSS attacks allow attackers to inject malicious scripts that are 

executed on the client side, potentially leading to data theft, user session hijacking, 

and disruption of system integrity. 

 

This study aims to detect XSS attacks on WordPress plugins using a machine 

learning approach with Random Forest and Support Vector Machine (SVM) 

algorithms. The research focuses on three WordPress plugins representing 

different input vectors, namely Contact Form 7, Ultimate Member, and wpDiscuz. 

The dataset used consists of a primary dataset obtained through a WordPress 

testbed designed in a localhost environment by recording HTTP traffic using 

Wireshark, and a secondary dataset obtained from the Kaggle public repository. 

The collected data underwent preprocessing stages including data cleaning and 

case folding normalization, as well as extraction of five numerical features from 

payloads namely payload_length, entropy, special_char_ratio, alpha_ratio, and 

avg_word_length. Hyperparameter optimization was performed using Grid Search 

with 5-fold cross-validation to obtain the best parameters for each algorithm. 

 

The Random Forest and SVM models were trained and tested separately on the 

primary dataset of 891 records and the secondary dataset of 10,913 records to 

classify payloads into XSS and Normal classes. Model performance evaluation was 

conducted using a confusion matrix with metrics including accuracy, precision, 

recall, F1-score, balanced accuracy, macro average, AUC-PR, and ROC-AUC. 

The results showed that the Random Forest algorithm consistently outperformed 

the SVM algorithm across all evaluation metrics on both datasets. On the primary 

dataset, Random Forest achieved an accuracy of 95.53% and ROC-AUC of 0.9810, 

while on the secondary dataset it achieved an accuracy of 98.26% and ROC-AUC 

of 0.9984. These results demonstrate that the machine learning approach, 

particularly the Random Forest algorithm, is effective in detecting XSS attacks on 

WordPress plugins. 

 

Keywords: Cross-Site Scripting, WordPress Plugin, Machine Learning, Random 

Forest, Support Vector Machine, Attack Detection, Balanced Accuracy 
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