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ABSTRAK 

 

Pengembangan Sistem Dedicated Parking Slot dengan Dual-Layer 

Authentication dan Secure Communication Protocol Berbasis IoT 

 

 
Penelitian ini membahas pengembangan sistem Dedicated Parking Slot berbasis 

Internet of Things (IoT) dengan menerapkan Dual-Layer Authentication dan Secure 

Communication Protocol untuk meningkatkan keamanan penggunaan slot parkir 

khusus. Sistem dikembangkan menggunakan ESP32 sebagai pengendali utama yang 

terintegrasi dengan RFID RC522, sensor ultrasonik AJ-SR04M, relay, push pull 

solenoid, LCD, LED, buzzer, serta sensor getar SW-420. Mekanisme Dual-Layer 

Authentication diterapkan melalui autentikasi identitas pengguna menggunakan RFID 

dan validasi keberadaan kendaraan menggunakan sensor ultrasonik. Komunikasi data 

sistem menggunakan protokol MQTT yang diamankan dengan Transport Layer 

Security (TLS) versi 1.2 melalui port 8883. Hasil pengujian menunjukkan bahwa 

sistem berhasil membedakan kartu RFID terdaftar dan tidak terdaftar, dengan jarak 

pembacaan sekitar ±2 cm. Kartu terdaftar dapat mengaktifkan relay dan membuka push 

pull solenoid, sedangkan kartu tidak terdaftar ditolak oleh sistem. Sensor ultrasonik 

berhasil mendeteksi kondisi slot dengan hasil pembacaan 63,13 cm saat slot kosong 

dan 20,25 cm saat kendaraan berada pada slot. Pengujian komunikasi menunjukkan 

bahwa MQTT berhasil mengirimkan data secara real-time, sedangkan analisis 

Wireshark menunjukkan komunikasi menggunakan TLS v1.2 dan data MQTT terbaca 

sebagai Application Data yang terenkripsi. Sensor getar SW-420 juga berhasil 

mendeteksi getaran sebagai indikasi gangguan fisik dan memberikan notifikasi 

keamanan. Berdasarkan hasil tersebut, sistem yang dikembangkan mampu menerapkan 

autentikasi dua lapis, mengendalikan akses slot parkir secara otomatis, serta 

memberikan keamanan tambahan pada perangkat fisik dan komunikasi data. 

 

 

 

Kata kunci: Dedicated Parking Slot, Dual-Layer Authentication, RFID, ESP32, 

MQTT, TLS, IoT. 
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ABSTRACT 

 

Design and Implementation of an IoT-Based Dedicated Parking Slot 

System  

with Dual-Layer Authentication and Secure Communication Protocol 

 
This research focuses on the development of an Internet of Things (IoT)-based 

Dedicated Parking Slot system by implementing Dual-Layer Authentication and a 

Secure Communication Protocol to improve the security of dedicated parking slot 

usage. The system was developed using an ESP32 as the main controller integrated 

with an RFID RC522, AJ-SR04M ultrasonic sensor, relay, push-pull solenoid, LCD, 

LEDs, buzzer, and SW-420 vibration sensor. The Dual-Layer Authentication 

mechanism was implemented through user identity authentication using RFID and 

vehicle presence validation using an ultrasonic sensor. The system uses the MQTT 

protocol for data communication, secured with Transport Layer Security (TLS) version 

1.2 through port 8883. The test results showed that the system successfully 

distinguished between registered and unregistered RFID cards, with a reading distance 

of approximately ±2 cm. Registered cards activated the relay and opened the push-pull 

solenoid, while unregistered cards were rejected by the system. The ultrasonic sensor 

successfully detected the slot condition, with a measured distance of 63.13 cm when the 

slot was empty and 20.25 cm when a vehicle was present in the slot. Communication 

testing showed that MQTT successfully transmitted data in real time, while Wireshark 

analysis showed that the communication used TLS v1.2 and that MQTT data appeared 

as encrypted Application Data. The SW-420 vibration sensor also successfully detected 

vibrations as an indication of physical tampering and provided a security notification. 

Based on these results, the developed system is capable of implementing two-layer 

authentication, automatically controlling access to the dedicated parking slot, and 

providing additional security for both the physical device and data communication. 

 

 

 

Keywords: Dedicated Parking Slot, Dual-Layer Authentication, RFID, ESP32, MQTT, 

TLS, IoT.
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